[bookmark: _GoBack]CHAPTER 3
CONDITIONS FOR LAWFUL PROCESSING OF PERSONAL INFORMATION (ss 8-35)
[bookmark: 0-0-0-138595]
Part A
Processing of personal information in general (ss 8-25)


Condition 1
Accountability
[bookmark: 0-0-0-138597]8  Responsible party to ensure conditions for lawful processing
The responsible party must ensure that the conditions set out in this Chapter, and all the measures that give effect to such conditions, are complied with at the time of the determination of the purpose and means of the processing and during the processing itself.


Condition 2
Processing limitation
[bookmark: 0-0-0-138599]9  Lawfulness of processing
Personal information must be processed-
[bookmark: 0-0-0-139119]   (a)   lawfully; and
[bookmark: 0-0-0-139121]   (b)   in a reasonable manner that does not infringe the privacy of the data subject.
[bookmark: 0-0-0-138601]
10  Minimality
Personal information may only be processed if, given the purpose for which it is processed, it is adequate, relevant and not excessive.
[bookmark: 0-0-0-138603]
11  Consent, justification and objection
[bookmark: 0-0-0-139123](1) Personal information may only be processed if-
[bookmark: 0-0-0-139125]   (a)   the data subject or a competent person where the data subject is a child consents to the processing;
[bookmark: 0-0-0-139127]   (b)   processing is necessary to carry out actions for the conclusion or performance of a contract to which the data subject is party;
[bookmark: 0-0-0-139129]   (c)   processing complies with an obligation imposed by law on the responsible party;
[bookmark: 0-0-0-139131]   (d)   processing protects a legitimate interest of the data subject;
[bookmark: 0-0-0-139133]   (e)   processing is necessary for the proper performance of a public law duty by a public body; or
[bookmark: 0-0-0-139135]   (f)   processing is necessary for pursuing the legitimate interests of the responsible party or of a third party to whom the information is supplied.
[bookmark: 0-0-0-139137][bookmark: 0-0-0-139139](2) (a) The responsible party bears the burden of proof for the data subject's or competent person's consent as referred to in subsection (1) (a).
[bookmark: 0-0-0-139141](b) The data subject or competent person may withdraw his, her or its consent, as referred to in subsection (1) (a), at any time: Provided that the lawfulness of the processing of personal information before such withdrawal or the processing of personal information in terms of subsection (1) (b) to (f) will not be affected.
[bookmark: 0-0-0-139143](3) A data subject may object, at any time, to the processing of personal information-
[bookmark: 0-0-0-139145]   (a)   in terms of subsection (1) (d) to (f), in the prescribed manner, on reasonable grounds relating to his, her or its particular situation, unless legislation provides for such processing; or
[bookmark: 0-0-0-139147]   (b)   for purposes of direct marketing other than direct marketing by means of unsolicited electronic communications as referred to in section 69.
[bookmark: 0-0-0-139149](4) If a data subject has objected to the processing of personal information in terms of subsection (3), the responsible party may no longer process the personal information.
[bookmark: 0-0-0-138605]
12  Collection directly from data subject
[bookmark: 0-0-0-139151](1) Personal information must be collected directly from the data subject, except as otherwise provided for in subsection (2).
[bookmark: 0-0-0-139153](2) It is not necessary to comply with subsection (1) if-
[bookmark: 0-0-0-139155]   (a)   the information is contained in or derived from a public record or has deliberately been made public by the data subject;
[bookmark: 0-0-0-139157]   (b)   the data subject or a competent person where the data subject is a child has consented to the collection of the information from another source;
[bookmark: 0-0-0-139159]   (c)   collection of the information from another source would not prejudice a legitimate interest of the data subject;
[bookmark: 0-0-0-139161]   (d)   collection of the information from another source is necessary-
[bookmark: 0-0-0-139163]     (i)   to avoid prejudice to the maintenance of the law by any public body, including the prevention, detection, investigation, prosecution and punishment of offences;
[bookmark: 0-0-0-139165]    (ii)   to comply with an obligation imposed by law or to enforce legislation concerning the collection of revenue as defined in section 1 of the South African Revenue Service Act, 1997 (Act 34 of 1997);
[bookmark: 0-0-0-139167]   (iii)   for the conduct of proceedings in any court or tribunal that have commenced or are reasonably contemplated;
[bookmark: 0-0-0-139169]   (iv)   in the interests of national security; or
   (v)   to maintain the legitimate interests of the responsible party or of a third party to whom the information is supplied;
[bookmark: 0-0-0-139171]   (e)   compliance would prejudice a lawful purpose of the collection; or
[bookmark: 0-0-0-139173]   (f)   compliance is not reasonably practicable in the circumstances of the particular case.


Condition 3
Purpose specification
[bookmark: 0-0-0-138607]13  Collection for specific purpose
[bookmark: 0-0-0-139175](1) Personal information must be collected for a specific, explicitly defined and lawful purpose related to a function or activity of the responsible party.
[bookmark: 0-0-0-139177](2) Steps must be taken in accordance with section 18 (1) to ensure that the data subject is aware of the purpose of the collection of the information unless the provisions of section 18 (4) are applicable.
[bookmark: 0-0-0-138609]
14  Retention and restriction of records
[bookmark: 0-0-0-139179](1) Subject to subsections (2) and (3), records of personal information must not be retained any longer than is necessary for achieving the purpose for which the information was collected or subsequently processed, unless-
[bookmark: 0-0-0-139181]   (a)   retention of the record is required or authorised by law;
[bookmark: 0-0-0-139183]   (b)   the responsible party reasonably requires the record for lawful purposes related to its functions or activities;
[bookmark: 0-0-0-139185]   (c)   retention of the record is required by a contract between the parties thereto; or
[bookmark: 0-0-0-139187]   (d)   the data subject or a competent person where the data subject is a child has consented to the retention of the record.
[bookmark: 0-0-0-139189](2) Records of personal information may be retained for periods in excess of those contemplated in subsection (1) for historical, statistical or research purposes if the responsible party has established appropriate safeguards against the records being used for any other purposes.
[bookmark: 0-0-0-139191](3) A responsible party that has used a record of personal information of a data subject to make a decision about the data subject, must-
[bookmark: 0-0-0-139193]   (a)   retain the record for such period as may be required or prescribed by law or a code of conduct; or
[bookmark: 0-0-0-139195]   (b)   if there is no law or code of conduct prescribing a retention period, retain the record for a period which will afford the data subject a reasonable opportunity, taking all considerations relating to the use of the personal information into account, to request access to the record.
[bookmark: 0-0-0-139197](4) A responsible party must destroy or delete a record of personal information or de-identify it as soon as reasonably practicable after the responsible party is no longer authorised to retain the record in terms of subsection (1) or (2).
[bookmark: 0-0-0-139199](5) The destruction or deletion of a record of personal information in terms of subsection (4) must be done in a manner that prevents its reconstruction in an intelligible form.
[bookmark: 0-0-0-139201](6) The responsible party must restrict processing of personal information if-
[bookmark: 0-0-0-139203]   (a)   its accuracy is contested by the data subject, for a period enabling the responsible party to verify the accuracy of the information;
[bookmark: 0-0-0-139205]   (b)   the responsible party no longer needs the personal information for achieving the purpose for which the information was collected or subsequently processed, but it has to be maintained for purposes of proof;
[bookmark: 0-0-0-139207]   (c)   the processing is unlawful and the data subject opposes its destruction or deletion and requests the restriction of its use instead; or
[bookmark: 0-0-0-139209]   (d)   the data subject requests to transmit the personal data into another automated processing system.
[bookmark: 0-0-0-139211](7) Personal information referred to in subsection (6) may, with the exception of storage, only be processed for purposes of proof, or with the data subject's consent, or with the consent of a competent person in respect of a child, or for the protection of the rights of another natural or legal person or if such processing is in the public interest.
[bookmark: 0-0-0-139213](8) Where processing of personal information is restricted pursuant to subsection (6), the responsible party must inform the data subject before lifting the restriction on processing.


Condition 4
Further processing limitation
[bookmark: 0-0-0-138611]
15  Further processing to be compatible with purpose of collection
[bookmark: 0-0-0-139215](1) Further processing of personal information must be in accordance or compatible with the purpose for which it was collected in terms of section 13.
[bookmark: 0-0-0-139217](2) To assess whether further processing is compatible with the purpose of collection, the responsible party must take account of-
[bookmark: 0-0-0-139219]   (a)   the relationship between the purpose of the intended further processing and the purpose for which the information has been collected;
[bookmark: 0-0-0-139221]   (b)   the nature of the information concerned;
[bookmark: 0-0-0-139223]   (c)   the consequences of the intended further processing for the data subject;
[bookmark: 0-0-0-139225]   (d)   the manner in which the information has been collected; and
[bookmark: 0-0-0-139227]   (e)   any contractual rights and obligations between the parties.
[bookmark: 0-0-0-139229](3) The further processing of personal information is not incompatible with the purpose of collection if-
[bookmark: 0-0-0-139231]   (a)   the data subject or a competent person where the data subject is a child has consented to the further processing of the information;
[bookmark: 0-0-0-139233]   (b)   the information is available in or derived from a public record or has deliberately been made public by the data subject;
[bookmark: 0-0-0-139235]   (c)   further processing is necessary-
[bookmark: 0-0-0-139237]     (i)   to avoid prejudice to the maintenance of the law by any public body including the prevention, detection, investigation, prosecution and punishment of offences;
[bookmark: 0-0-0-139239]    (ii)   to comply with an obligation imposed by law or to enforce legislation concerning the collection of revenue as defined in section 1 of the South African Revenue Service Act, 1997 (Act 34 of 1997);
[bookmark: 0-0-0-139241]   (iii)   for the conduct of proceedings in any court or tribunal that have commenced or are reasonably contemplated; or
[bookmark: 0-0-0-139243]   (iv)   in the interests of national security;
[bookmark: 0-0-0-139245]   (d)   the further processing of the information is necessary to prevent or mitigate a serious and imminent threat to-
[bookmark: 0-0-0-139247]     (i)   public health or public safety; or
[bookmark: 0-0-0-139249]    (ii)   the life or health of the data subject or another individual;
[bookmark: 0-0-0-139251]   (e)   the information is used for historical, statistical or research purposes and the responsible party ensures that the further processing is carried out solely for such purposes and will not be published in an identifiable form; or
[bookmark: 0-0-0-139253]   (f)   the further processing of the information is in accordance with an exemption granted under section 37.


Condition 5
Information quality
[bookmark: 0-0-0-138613]16  Quality of information
[bookmark: 0-0-0-139255](1) A responsible party must take reasonably practicable steps to ensure that the personal information is complete, accurate, not misleading and updated where necessary.
[bookmark: 0-0-0-139257](2) In taking the steps referred to in subsection (1), the responsible party must have regard to the purpose for which personal information is collected or further processed.


Condition 6
Openness
[bookmark: 0-0-0-138615]17  Documentation
A responsible party must maintain the documentation of all processing operations under its responsibility as referred to in section 14 or 51 of the Promotion of Access to Information Act.
[bookmark: 0-0-0-138617]
18  Notification to data subject when collecting personal information
[bookmark: 0-0-0-139259](1) If personal information is collected, the responsible party must take reasonably practicable steps to ensure that the data subject is aware of-
[bookmark: 0-0-0-139261]   (a)   the information being collected and where the information is not collected from the data subject, the source from which it is collected;
[bookmark: 0-0-0-139263]   (b)   the name and address of the responsible party;
[bookmark: 0-0-0-139265]   (c)   the purpose for which the information is being collected;
[bookmark: 0-0-0-139267]   (d)   whether or not the supply of the information by that data subject is voluntary or mandatory;
[bookmark: 0-0-0-139269]   (e)   the consequences of failure to provide the information;
[bookmark: 0-0-0-139271]   (f)   any particular law authorising or requiring the collection of the information;
[bookmark: 0-0-0-139273]   (g)   the fact that, where applicable, the responsible party intends to transfer the information to a third country or international organisation and the level of protection afforded to the information by that third country or international organisation;
[bookmark: 0-0-0-139275]   (h)   any further information such as the-
[bookmark: 0-0-0-139277]     (i)   recipient or category of recipients of the information;
[bookmark: 0-0-0-139279]    (ii)   nature or category of the information;
[bookmark: 0-0-0-139281]   (iii)   existence of the right of access to and the right to rectify the information collected;
[bookmark: 0-0-0-139283]   (iv)   existence of the right to object to the processing of personal information as referred to in section 11 (3); and
   (v)   right to lodge a complaint to the Information Regulator and the contact details of the Information Regulator,
which is necessary, having regard to the specific circumstances in which the information is or is not to be processed, to enable processing in respect of the data subject to be reasonable.
[bookmark: 0-0-0-139285](2) The steps referred to in subsection (1) must be taken-
[bookmark: 0-0-0-139287]   (a)   if the personal information is collected directly from the data subject, before the information is collected, unless the data subject is already aware of the information referred to in that subsection; or
[bookmark: 0-0-0-139289]   (b)   in any other case, before the information is collected or as soon as reasonably practicable after it has been collected.
[bookmark: 0-0-0-139291](3) A responsible party that has previously taken the steps referred to in subsection (1) complies with subsection (1) in relation to the subsequent collection from the data subject of the same information or information of the same kind if the purpose of collection of the information remains the same.
[bookmark: 0-0-0-139293](4) It is not necessary for a responsible party to comply with subsection (1) if-
[bookmark: 0-0-0-139295]   (a)   the data subject or a competent person where the data subject is a child has provided consent for the non-compliance;
[bookmark: 0-0-0-139297]   (b)   non-compliance would not prejudice the legitimate interests of the data subject as set out in terms of this Act;
[bookmark: 0-0-0-139299]   (c)   non-compliance is necessary-
[bookmark: 0-0-0-139301]     (i)   to avoid prejudice to the maintenance of the law by any public body, including the prevention, detection, investigation, prosecution and punishment of offences;
[bookmark: 0-0-0-139303]    (ii)   to comply with an obligation imposed by law or to enforce legislation concerning the collection of revenue as defined in section 1 of the South African Revenue Service Act, 1997 (Act 34 of 1997);
[bookmark: 0-0-0-139305]   (iii)   for the conduct of proceedings in any court or tribunal that have been commenced or are reasonably contemplated; or
[bookmark: 0-0-0-139307]   (iv)   in the interests of national security;
[bookmark: 0-0-0-139309]   (d)   compliance would prejudice a lawful purpose of the collection;
[bookmark: 0-0-0-139311]   (e)   compliance is not reasonably practicable in the circumstances of the particular case; or
[bookmark: 0-0-0-139313]   (f)   the information will-
[bookmark: 0-0-0-139315]     (i)   not be used in a form in which the data subject may be identified; or
[bookmark: 0-0-0-139317]    (ii)   be used for historical, statistical or research purposes.


Condition 7
Security Safeguards
[bookmark: 0-0-0-138619]
19  Security measures on integrity and confidentiality of personal information
[bookmark: 0-0-0-139319](1) A responsible party must secure the integrity and confidentiality of personal information in its possession or under its control by taking appropriate, reasonable technical and organisational measures to prevent-
[bookmark: 0-0-0-139321]   (a)   loss of, damage to or unauthorised destruction of personal information; and
[bookmark: 0-0-0-139323]   (b)   unlawful access to or processing of personal information.
[bookmark: 0-0-0-139325](2) In order to give effect to subsection (1), the responsible party must take reasonable measures to-
[bookmark: 0-0-0-139327]   (a)   identify all reasonably foreseeable internal and external risks to personal information in its possession or under its control;
[bookmark: 0-0-0-139329]   (b)   establish and maintain appropriate safeguards against the risks identified;
[bookmark: 0-0-0-139331]   (c)   regularly verify that the safeguards are effectively implemented; and
[bookmark: 0-0-0-139333]   (d)   ensure that the safeguards are continually updated in response to new risks or deficiencies in previously implemented safeguards.
[bookmark: 0-0-0-139335](3) The responsible party must have due regard to generally accepted information security practices and procedures which may apply to it generally or be required in terms of specific industry or professional rules and regulations.
[bookmark: 0-0-0-138621]
20  Information processed by operator or person acting under authority
An operator or anyone processing personal information on behalf of a responsible party or an operator, must-
[bookmark: 0-0-0-139337]   (a)   process such information only with the knowledge or authorisation of the responsible party; and
[bookmark: 0-0-0-139339]   (b)   treat personal information which comes to their knowledge as confidential and must not disclose it,
unless required by law or in the course of the proper performance of their duties.
[bookmark: 0-0-0-138623]
21  Security measures regarding information processed by operator
[bookmark: 0-0-0-139341](1) A responsible party must, in terms of a written contract between the responsible party and the operator, ensure that the operator which processes personal information for the responsible party establishes and maintains the security measures referred to in section 19.
[bookmark: 0-0-0-139343](2) The operator must notify the responsible party immediately where there are reasonable grounds to believe that the personal information of a data subject has been accessed or acquired by any unauthorised person.
[bookmark: 0-0-0-138625]
22  Notification of security compromises
[bookmark: 0-0-0-139345](1) Where there are reasonable grounds to believe that the personal information of a data subject has been accessed or acquired by any unauthorised person, the responsible party must notify-
[bookmark: 0-0-0-139347]   (a)   the Regulator; and
[bookmark: 0-0-0-139349]   (b)   subject to subsection (3), the data subject, unless the identity of such data subject cannot be established.
[bookmark: 0-0-0-139351](2) The notification referred to in subsection (1) must be made as soon as reasonably possible after the discovery of the compromise, taking into account the legitimate needs of law enforcement or any measures reasonably necessary to determine the scope of the compromise and to restore the integrity of the responsible party's information system.
[bookmark: 0-0-0-139353](3) The responsible party may only delay notification of the data subject if a public body responsible for the prevention, detection or investigation of offences or the Regulator determines that notification will impede a criminal investigation by the public body concerned.
[bookmark: 0-0-0-139355](4) The notification to a data subject referred to in subsection (1) must be in writing and communicated to the data subject in at least one of the following ways:
[bookmark: 0-0-0-139357]   (a)   Mailed to the data subject's last known physical or postal address;
[bookmark: 0-0-0-139359]   (b)   sent by e-mail to the data subject's last known e-mail address;
[bookmark: 0-0-0-139361]   (c)   placed in a prominent position on the website of the responsible party;
[bookmark: 0-0-0-139363]   (d)   published in the news media; or
[bookmark: 0-0-0-139365]   (e)   as may be directed by the Regulator.
[bookmark: 0-0-0-139367](5) The notification referred to in subsection (1) must provide sufficient information to allow the data subject to take protective measures against the potential consequences of the compromise, including-
[bookmark: 0-0-0-139369]   (a)   a description of the possible consequences of the security compromise;
[bookmark: 0-0-0-139371]   (b)   a description of the measures that the responsible party intends to take or has taken to address the security compromise;
[bookmark: 0-0-0-139373]   (c)   a recommendation with regard to the measures to be taken by the data subject to mitigate the possible adverse effects of the security compromise; and
[bookmark: 0-0-0-139375]   (d)   if known to the responsible party, the identity of the unauthorised person who may have accessed or acquired the personal information.
[bookmark: 0-0-0-139377](6) The Regulator may direct a responsible party to publicise, in any manner specified, the fact of any compromise to the integrity or confidentiality of personal information, if the Regulator has reasonable grounds to believe that such publicity would protect a data subject who may be affected by the compromise.


Condition 8
Data subject participation
[bookmark: 0-0-0-138627]23  Access to personal information
[bookmark: 0-0-0-139379](1) A data subject, having provided adequate proof of identity, has the right to-
[bookmark: 0-0-0-139381]   (a)   request a responsible party to confirm, free of charge, whether or not the responsible party holds personal information about the data subject; and
[bookmark: 0-0-0-139383]   (b)   request from a responsible party the record or a description of the personal information about the data subject held by the responsible party, including information about the identity of all third parties, or categories of third parties, who have, or have had, access to the information-
[bookmark: 0-0-0-139385]     (i)   within a reasonable time;
[bookmark: 0-0-0-139387]    (ii)   at a prescribed fee, if any;
[bookmark: 0-0-0-139389]   (iii)   in a reasonable manner and format; and
[bookmark: 0-0-0-139391]   (iv)   in a form that is generally understandable.
[bookmark: 0-0-0-139393](2) If, in response to a request in terms of subsection (1), personal information is communicated to a data subject, the data subject must be advised of the right in terms of section 24 to request the correction of information.
[bookmark: 0-0-0-139395](3) If a data subject is required by a responsible party to pay a fee for services provided to the data subject in terms of subsection (1) (b) to enable the responsible party to respond to a request, the responsible party-
[bookmark: 0-0-0-139397]   (a)   must give the applicant a written estimate of the fee before providing the services; and
[bookmark: 0-0-0-139399]   (b)   may require the applicant to pay a deposit for all or part of the fee.
[bookmark: 0-0-0-139401][bookmark: 0-0-0-139403](4) (a) A responsible party may or must refuse, as the case may be, to disclose any information requested in terms of subsection (1) to which the grounds for refusal of access to records set out in the applicable sections of Chapter 4 of Part 2 and Chapter 4 of Part 3 of the Promotion of Access to Information Act apply.
[bookmark: 0-0-0-139405](b) The provisions of sections 30 and 61 of the Promotion of Access to Information Act are applicable in respect of access to health or other records.
[bookmark: 0-0-0-139407](5) If a request for access to personal information is made to a responsible party and part of that information may or must be refused in terms of subsection (4) (a), every other part must be disclosed.
[bookmark: 0-0-0-138629]
24  Correction of personal information
[bookmark: 0-0-0-139409](1) A data subject may, in the prescribed manner, request a responsible party to-
[bookmark: 0-0-0-139411]   (a)   correct or delete personal information about the data subject in its possession or under its control that is inaccurate, irrelevant, excessive, out of date, incomplete, misleading or obtained unlawfully; or
[bookmark: 0-0-0-139413]   (b)   destroy or delete a record of personal information about the data subject that the responsible party is no longer authorised to retain in terms of section 14.
[bookmark: 0-0-0-139415](2) On receipt of a request in terms of subsection (1) a responsible party must, as soon as reasonably practicable-
[bookmark: 0-0-0-139417]   (a)   correct the information;
[bookmark: 0-0-0-139419]   (b)   destroy or delete the information;
[bookmark: 0-0-0-139421]   (c)   provide the data subject, to his or her satisfaction, with credible evidence in support of the information; or
[bookmark: 0-0-0-139423]   (d)   where agreement cannot be reached between the responsible party and the data subject, and if the data subject so requests, take such steps as are reasonable in the circumstances, to attach to the information in such a manner that it will always be read with the information, an indication that a correction of the information has been requested but has not been made.
[bookmark: 0-0-0-139425](3) If the responsible party has taken steps under subsection (2) that result in a change to the information and the changed information has an impact on decisions that have been or will be taken in respect of the data subject in question, the responsible party must, if reasonably practicable, inform each person or body or responsible party to whom the personal information has been disclosed of those steps.
[bookmark: 0-0-0-139427](4) The responsible party must notify a data subject, who has made a request in terms of subsection (1), of the action taken as a result of the request.
[bookmark: 0-0-0-138631]
25  Manner of access
The provisions of sections 18 and 53 of the Promotion of Access to Information Act apply to requests made in terms of section 23 of this Act.

